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Where
[dentity is Key

Clavister IdAuth is a modern Identity Provider (IdP)
platform that combines simple, user-friendly authentication
with powerful security. It protects against phishing, identity
theft, and unauthorised access, while giving administrators !
the full flexibility to configure advanced authentication =
flows and integrations.

TABLE OF CONTENTS

02  Introduction
04 Product Highlights
10  User Value
11 Licensing Plan
12 Technical Specifications

14 About Clavister

*‘J\(S"EM CE’?’\/»

&
S
>
S

5
& p—

]
\DNV/
1509001 CYBERSECURITY "

MADE IN EUROPE

%
%
e}
z




CLOVISTEKr

SECURITY BY

SWEDEN

) |dAuth




) IdAuth

SECURITY BY DESIGN

We believe we offer the most robust cybersecurity
solutions ever built. We build on 25 years of security track
record — the result of a proven secure development lifecycle.

ON A MISSION TO
CYBER-PROTECT EUROPE

Clavister provides top-tier cybersecurity
solutions made in Sweden, trusted by
organisations with mission-critical applications.
With a tradition deeply rooted in Swedish
engineering, we are known for reliability,
quality and cutting-edge innovation.

We are committed to strengthening
Europe’s digital sovereignty.
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MFA IN YOUR POCKET
with Clavister OnelD

Multi-Factor Authentication (MFA) adds an extra
layer of protection by requiring more than one
method of verification. With our own mobile
application Clavister OnelD, we enable tailored,
fast and secure access while reducing the
risk of unauthorised entry.

Through the self-enroliment portal, users can
quickly activate their preferred authentication
method. Secure, accessible and easy to use,
MFA powered by biometrics and modern
authentication standards provides your
organisation with a secure identification
method for all employees and
customers in no time.

EVERYTHING INTEGRATED
- SECURITY PERFECTED

With Clavister IdAuth, you can seamlessly
connect your existing services, applications and
authentication methods. Acting as a central hub for
secure identity verification, Clavister IdAuth ensures
a cohesive and streamlined authentication process
across your organisation. Enhance security, improve
efficiency and simplify identity management with 2 John Doe
a fully integrated authentication solution. Clavister
IdAuth ensures smooth and secure integration with @ My Company

more than 300 external services.

Profile expires 12 months from now

300 EXTERNAL v :
+ SERVICES o 2 John Doe
i My Apps
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MULTIFACTOR
AUTHENTICATION

Enhance security and flexibility by
offering users a choice of multiple
authentication methods, ensuring a
seamless login experience for both
on-premises and cloud environments.
MFA is the safest and easiest
way to access your applications
and is crucial to ensure safety
in every organisation.

CONDITIONAL
ACCESS

Make better and tailored security decisions
with richer context. Clavister IdAuth can
evaluate a wide range of factors, from user
network and device state, to time of day and
risk signals, before granting access.
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Login Options

Please proceed by selecting one of the available login options.

ACCESSIBLE u OnelD E BankID
FOR ALL USERS
At Clavister, accessibility isn't a Yubikey (FIDO2) Foreign elD (eIDAS)
an afterthought, it's a core
principle that we deeply inte- —_— X
grate into the development ==} Smartcard OTP via SMS

of our products. While laws
and regulations set important
accessibility requirements, in-
cluding the widely recognised
WCAG standards, our goal
goes beyond compliance:
No user, regardless of ability,
should face obstacles when
accessing our services.

W3r | WAL-AA
~ WCAG 21

(5> SAML

ONE IDENTITY
- ALL SERVICES

(l" OpenlD

Federated authentication empowers

users to access multiple platforms with a COﬂ ﬂeCT

single, secure login. Supporting industry-
standard protocols such as SAML2, OIDC
and OAuth, not only enhancing user
experience, but also strengthening security
by centralising the authentication flow to
your organisation’s control.
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cLavister CLaVISTEr cCLavister °

Password reset Password reset Password reset

Must be at least 8 characters long

< Must be a maximum of 32 characters long

() < Must contain at least one digit

o < Must contain at least one uppercase letter

() < Must contain at least one lowercase letter

Must contain at least one special character

PASSWORD SELF-SERVICE

In many environments, passwords remain essential.
With password self-service, organisations save time and
money by reducing help desk workload, while improving

productivity, user convenience and overall security.
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CONNECT EFFORTLESSLY
TO ANY SYSTEM

rnm, SRS 66435
. 1 n ﬁﬂ n g éhj 1 -1 [ll Take smart access decisions based

2 ) .
-l‘ ' %’ g on data or attributes found in external
. or internal systems, on-premises
or cloud.
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S GAIN INSIGHTS
- BE PROACTIVE
Login Options . S
Monitor authentication trends across

Please proceed by selecting one of the ) . L.
avalablelogin optiors. your organisation to detect suspicious
activity and uncover weak points before
@ ey they cause harm. Insight-driven visibility

; transforms authentication from a
(D oo ] routine process into an intelligent
layer of protection.

TWO STEPS
TO PEACE

When full MFA isn't an option, one-time
Password (OTP) is a powerful stopgap —
better protection compared to passwords
while keeping friction low for users.

Two-Factor Authentication
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User Value

Clavister IdAuth is designed to deliver value across the entire organisation, from intuitive
usability for non-technical end users, to actionable insights for managers, and powerful tools for

IT administrators. By addressing the needs of each role, we create a unified experience where
technology drives measurable impact and helps define who we are building the software for.
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END USER

Tiffany is a non-technical
end user who values efficiency
and simplicity. She wants
secure solutions that make
her digital work life easier

and more secure.

Seamless Login
Access all services with

a single, effortless sign-on.

Multi-Factor
Authentication

Secure login with
user-friendly MFA.

Activate Your Way

Choose your preferred authenti-
cation method with ease.

Intuitive Interface

Benefit from a design that is
simple and accessible.

Familiar Integrations

Use trusted services such as
BankID and Freja elD.

Authenticate Once

Reach every application from
one secure starting point.

Last modified: October 24, 2025
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MANAGER

Anders is a manager with broad
responsibility across different
areas within the company. He
values solutions that improve

efficiency while ensuring strong

security and compliance.

Easy On-
and Off-boarding

Add or remove users quickly
while keeping security intact.

Compliance with
Accessibility Laws

Ensure to meet WCAG and
accessibility requirement.

Password Protection

Prevent risks from password
reuse and weak credentials.

Strengthen Defences

Safeguard the organisation
against phishing and brute-
force attacks.

Streamline
Organisation
Reduce workload and costs with
password self-service

clo

Anna is an experienced CIO,
responsible for cybersecurity
across the organisation. She
manages both IAM and NGFW
solutions, ensuring a secure and
compliant environment.

Full Control

Manage data, infrastructure
and security policies.

Simple Access
Management
Provide users with secure access
while keeping control.

Proactive
Insights

Gain visibility into users and
systems to stay ahead of risks.

Reduce
Workload

Empower users to reset their
own passwords.

Take Access
Decisions

Based access control on data and
attributes from external system.

SECURITY BY Information in this document
is subject to change without prior notification.
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Licensing Plan

Clavister IdAuth offers an all-inclusive plan with every feature included, priced
only by number of users. Increase the security of your organisation without hidden
costs, perfect for enterprises with distributed teams or regulated public sector
organisations that need strong, compliant identity management at scale.

ALL-INCLUSIVE PRICE MODEL

FUNCTIONALITY BASED ON USERS

One plan for all features. Scale only on number of users,
not the number of instances.

= 70

UNLIMITED VOLUME
INSTANCES DISCOUNTS

Deploy as many instances you need Reduced per-user cost
at no extra charge. as you grow.

9

INTEGRATIONS DESIGNED FOR
INCLUDED MODERN SECURITY

No extra cost for integrations Stay compliant with a license model made
or SAML/OIDC connections. for tomorrow’s identity challenges.

Last modified: October 24, 2025 gumw BY Information in this document
Copyright © 2025 Clavister. All rights reserved. SWEDEN is subject to change without prior notification. n
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DATA SOURCE CONNECTIONS

PAS 6.0.1

IdAuth

LDAP
JDBC/SQL
REST/HTTP

FEDERATION

Protocols
SSO

SAML
SAML Specification

Modes of Operation
Service Provider (SP)
|dentity Provider (IdP)
Federation broker

OpenlD Connect
Version

Conformance profiles

Modes of Operation
OpenlID Provider (OP)
Relaying Party (RP)
Federation broker

SAML, OIDCS, OAuth 2.0, RADIUS
Yes

SAML 2.0

1.0
Basic, Implicit, Hybrid

Disclaimer: This is a general overview of all the features, for an updated feature list always refer to the latest IdAuth documentation for your product

AUTHENTICATION METHODS
elDAS Foreign elD

OTP/TOTP/HOTP

MFA sequences

Mutual TLS

X.509 Certificate

FIDO2

Passkeys

Windows (Kerberos / NTLM)

Custom HTTP API

Last modified: October 24, 2025
Copyright © 2025 Clavister. All rights reserved.
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One-time Passwords
QTP

TOTP

HOTP

URL Whitelisting / Blacklisting

e-IDs
Verified elDs

OIDC/SAML elDs

Clavister OnelD
WCAG compliant
TOTP

X.509 certificate
Languages

BankID
RP-API
Saker start

VERIFIED FEDERATIONS

Skolfederationen (SE)
SAMBI (SE)
SWAMID (SE)

FRONTEND APPLICATIONS

Self service portal

elD enrollment portal
OTP enrollment portal
MFA Admin portal
Configuration interface
Password self service
SSO Portal

AUDIT LOGS
Log format
Generated PDF reports

OTHER NOTABLE FEATURES

Disclaimer: This is a general overview of all the features, for an updated feature list always refer to the latest IdAuth documentation for your product

HSM integration

Easy authentication branding (themes)

Multilanguage support
Clustering
Container deployment

Last modified: October 24, 2025
Copyright © 2025 Clavister. All rights reserved.
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SMS, mail, voice
Yes
Yes
Yes / Yes

Clavister OnelD
BankID (SE)
Freja elD (SE)
Freja orglD (SE)
Svenska Pass (SE)
SITHS (SE)
Siths elD (SE)
Norwegian BankID (NO)
ID Porten (NO)
NetID (SE)
EFOS (SE)
Yes

Yes
Yes
Yes, in secure storage
English, Swedish

6.0
Yes

Yes
Yes
Yes

Yes

Yes (Clavister OnelD, FIDO2)

Yes
Yes
Yes
Yes

Yes (Clavister myApps portal)

CEF
Yes

Yes
Yes
Yes
Yes
Yes

Information in this document
is subject to change without prior notification.

IdAuth
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On a Mission to

Clavister provides top-tier cybersecurity solutions made in Sweden.
For over 25 years, we are the trusted partner for customers with
mission-critical applications.

YOUR TRUSTED SWEDISH ENGINEERING A CARING
PARTNER AT HEART RELATIONSHIP
In today’s rapidly evolving Clavister's solutions are rooted in the At Clavister, cybersecurity is
cyberthreat environment, strong tradition of Swedish engineering, a team game. That's why we
everyone needs all the help known for reliability, quality, and cutting- focus on building long-term
they can get — but who do you edge innovation. We believe we offer relationships where you engage
trust? With over 20,000 satisfied the most robust cybersecurity solutions, directly with our domain experts.
customers and 25 years of built on long-standing security expertise, Our presence in Europe includes
innovation, Clavister has proven resulting in record-low vulnerabilities and a dedicated team and a strong
itself as the reliable choice, trusted unparalleled uptime. Our commitment to reseller network, ready to
by major brands and recognised innovation keeps us at the forefront support you.
for our strong partnerships. of the industry. We've got you covered!

TRUSTED BY MAJOR BRANDS

\
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